An improved packet forwarding approach for source location privacy in wireless sensors network by Abrishamchi, Mohammad Ali Nassiri
  
 
 
AN IMPROVED PACKET FORWARDING APPROACH FOR                  
SOURCE LOCATION PRIVACY IN WIRELESS SENSORS NETWORK 
 
 
 
 
 
MOHAMMAD ALI NASSIRI ABRISHAMCHI 
 
 
 
 
 
A thesis submitted in partial fulfillment of the  
requirements for the award of the degree of 
Master of Computer Science (Information Security) 
 
 
 
 
 
Faculty of Computing 
Universiti Teknologi Malaysia 
 
 
 
 
 
JUNE 2014 
 
 
iii 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
To my beloved family, who have much faith in me. 
 For their endless support and encouragement. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
iv 
 
 
 
 
ACKNOWLEDGEMENT 
 
 
 
First and foremost, I would like to appreciate my supervisor               
Professor Dr. Abdul Hanan Abdullah for his support during my study at UTM. 
And also i would like to express heartfelt gratitude to my great mentors Dr.Anazida 
Zainal and Dr.Abdur Razzaque for their constant support during my study at 
UTM. They inspired me greatly to work in this project. They willingnesses to 
motivate me contributed tremendously to our project. I have learned a lot from them 
and I am fortunate to have them as my mentors and supervisors. 
 
 
Besides, I would like to thank the authority of Universiti Teknologi Malaysia 
(UTM) for providing me with a good environment and facilities which I need during 
the process. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
v 
 
 
 
 
ABSTRACT 
 
 
 
Privacy is one of the major concerns in dealing with information, either transmission 
or storage. The adversaries attempt to launch the variety of attacks against a system 
to capture their needed information. Sometimes content of information is their target 
and other times the context of information such as timing and location can be the aim 
of the attack. The wireless sensors network is established based on affairs related to 
information. Depending on the application of this type of networks, different security 
considerations should be taken. This research focuses on the source location privacy 
where the attacker tries to discover the origin sender of packets to achieve the under 
monitor assets by backtracking the received signals. The final aim is improving the 
safety period for source node and it means the prolonging the discovering duration of 
the exact location of source node for adversary. This study concentrates on solutions 
based on random walk method as a core technique and tries to present an idea to 
improve the results. The proposed approach named Isolated Adversary Zone is a 
solution for packet forwarding within wireless sensor network. In this study some of 
the existing methods are investigated in terms of safety period. These solutions have 
been implemented by simulating in MATLAB. From this knowledge, the author 
proposes a packet forwarding approach which can improve the safety period for 
source node. The proposed approach is tested and some future works are suggested at 
the end of this study. 
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ABSTRAK 
 
 
 
Privasi merupakan salah satu perkara yang perlu dititikberatkan dalam menyimpan 
atau menghantar. Terdapat anasir-anasir jahat yang cuba untuk melancarkan pelbagai 
jenis serangan ke atas sistem bagi mendapatkan maklumat yang mereka perlukan 
tanpa kebenaran. Sasaran bagi serangan yang dilakukan merupakan isi kandungan di 
dalam maklumat tersebut dan selebihnya merupakan konteks yang berada di dalam 
maklumat seperti masa dan lokasi. Rangkaian pengesan tanpa wayar telah 
dibangunkan berdasarkan kepada perkara yang berkaitan dengan maklumat. Merujuk 
kepada penggunaan rangkaian pengesan ini, aspek keselamatan yang berbeza perlu 
diambil kira. Kajian ini bertumpu kepada privasi bagi sumber lokasi nod pengesan di 
mana penyerang cuba untuk mengesan penghantar asal paket bagi mencapai aset 
yang berada di bawah pengawasan dengan menjejak semula isyarat yang diterima. 
Matlamat akhir kajian ini adalah untuk meningkatkan tempoh keselamatan bagi nod 
sumber dan sekaligus memanjangkan lagi tempoh pencarian lokasi sebenar nod 
sumber oleh penyerang. Kajian ini memberikan fokus kepada penyelesaian 
berdasarkan kepada kaedah perjalanan rawak sebagai teknik utama dan cuba untuk 
memperbaiki kaedah tersebut. Pendekatan yang dicadangkan dinamakan sebagai Zon 
Pengasingan Penyerang yang merupakan penyelesaian untuk penghantaran paket di 
dalam rangkaian pengesan tanpa wayar. Dalam kajian ini, beberapa kaedah sedia ada 
telah dikaji dari segi tempoh keselamatan. Kaedah-kaedah ini telah diuji 
menggunakan simulasi dalam MATLAB. Berdasarkan kepada hasil pengujian ini, 
penulis telah membangunkan satu pendekatan penghantaran paket yang dapat 
meningkatkan tempoh keselamatan bagi nod sumber. Pendekatan yang dicadangkan 
ini telah diuji dan beberapa kerja penambahbaikan yang boleh dilakukan pada masa 
hadapan telah dicadangkan di akhir kajian ini. 
 
 
